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ABSTRACT

In this paper we investigate the revocation
checking process in EMAP using a keyed Hash
Message authentication Code(HMAC) where the key
used in calculating the HMAC is shared only between
non revoked On-Board Units (OBUs). Here
implementing Cluster Based method , Due to large
vehicles equipped in this field we are going to divide
it in cluster format and then include the Expedite
Message Authentication protocol for less time
consuming process. Certificate revocation list is
provided to check the correct news for the message
received. This will help us to securely share and
update a secret key. EMAP can significantly decrease
the message loss ratio due to the message verification
delay compared with the conventional authentication
methods employing CRL. By conducting security
analysis and performance evaluation, Expedite
Message Authentication Protocol is considered to be
more secure and efficient. In this by Clustering
method , Time consuming is very low, so that
message loss ratio get reduced.

INTRODUCTION

VEHICULAR ad hoc networks (VANETS) have
attracted extensive attentions recently as a promising
technology for revolutionizing the transportation
systems and providing broadband communication
services to vehicles. VANETs consist of entities
including On-Board Units (OBUs) and infrastructure
Road-Side Units (RSUs). Vehicle-to-Vehicle (V2V)
and Vehicle-to Infrastructure (V2I) communications
are the two basic communication modes, which,
respectively, allow OBUs to communicate with each
other and with the infrastructure RSUs. Since
vehicles communicate through wireless channels, a
variety of attacks such as injecting false information,
modifying and replaying the disseminated messages
can be easily launched. A security attack on VANETS

can have severe harmful or fatal consequences to
legitimate users. Consequently, ensuring secure
vehicular communications is a must before any
VANET application can be put into practice. A well-
recognized solution to secure VANETS is to deploy
Public Key Infrastructure (PKI), and to use
Certificate Revocation Lists (CRLS) for managing the
revoked certificates. In PKI, each entity in the
network holds an authentic certificate, and every
message should be digitally signed before its
transmission. A CRL, usually issued by a Trusted
Authority (TA), is a list containing all the revoked
certificates

In a PKI system, the authentication of any
message is performed by first checking if the
sender’s certificate is included in the current CRL,
i.e., checking its revocation status, then, verifying the
sender’s certificate, and finally verifying the sender’s
signature on the received message. The first part of
the authentication, which checks the revocation status
of the sender in a CRL, may incur long delay
depending on the CRL size and the employed
mechanism for searching the CRL. Unfortunately, the
CRL size in VANETSs is expected to be large for the
following reasons:

1) To preserve the privacy of the drivers,
i.e., to abstain the leakage of the real identities and
location information of the drivers from any external
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eavesdropper each OBU should be preloaded with a
set of anonymous digital certificates, where the OBU
has to periodically change its anonymous certificate
to mislead attackers Consequently, a revocation of an
OBU results in revoking all the certificates carried by
that OBU leading to a large increase in the CRL size.

LITERATURE SURVEY

In [1].we propose an efficient distributed
certificate- service (DCS) scheme for vehicular
networks. The proposed scheme offers flexible
interoperability ~ for  certificate  service in
heterogeneous administrative authorities and an
efficient way for any onboard units (OBUs) to update
its certificate from the available infrastructure
roadside units (RSUs) in a timely manner. In
addition, the DCS scheme introduces an aggregate
batch verification technique for authenticating
certificate-based signatures, which significantly
decreases the verification overhead. Security analysis
and performance evaluation demonstrate that the
DCS scheme can reduce the complexity of certificate
management and achieve excellent security and
efficiency for vehicular communications.

In [2], we propose an efficient
pseudonymous authentication scheme with strong
privacy  preservation (PASS), for vehicular
communications. Unlike traditional pseudonymous
authentication schemes, the size of the certificate
revocation list (CRL) in PASS is linear with the
number of revoked vehicles and unrelated to how
many pseudonymous certificates are held by the
revoked vehicles. PASS supports the roadside unit
(RSU)-aided distributed certificate service that allows
the vehicles to update certificates on road, but the
service overhead is almost unrelated to the number of
updated certificates. Furthermore, PASS provides
strong privacy preservation to the vehicles so that the
adversaries cannot trace any vehicle, even though all
RSUs have been compromised. Extensive
simulations demonstrate that PASS outperforms
previously reported schemes in terms of the
revocation cost and the certificate updating overhead.
In [3], As a prime target of the quality of privacy in
vehicular ad hoc networks (VANETS), location
privacy is imperative for VANETS to fully flourish.
Although frequent pseudonym changing provides a
promising solution for location privacy in VANETS,
if the pseudonyms are changed in an improper time

or location, such a solution may become invalid. To
cope with the issue, in this paper, we present an
effective pseudonym changing at social spots (PCS)
strategy to achieve the provable location privacy. In
particular, we first introduce the social spots where
several vehicles may gather, e.g., a road intersection
when the traffic light turns red or a free parking lot
near a shopping mall.
SYSTEM DESIGN
In  VANETs, the primary security
requirements are identified as entity authentication,
message integrity, nonrepudiation, and privacy
preservation. The PKI is the most viable technique to
achieve these security requirementsin this paper, we
propose an Expedite Message Authentication
Protocol (EMAP) to overcome the problem of the
long delay incurred in checking the revocation status
of a certificate using a CRL. EMAP employs keyed
Hash Message Authentication Code SHMACP in the
revocation checking process, where the key used in
calculating the HMAC for each message is shared
only between unrevoked OBUs. In addition, EMAP
is free from the falsepositive property which is
common for lookup hash tables as it will be indicated
in the next section. We have proposed EMAP for
VANETS, which expedites message authentication by
replacing the time-consuming CRL checking process
with a fast revocation checking process employing
HMAC function. The proposed EMAP uses a novel
key sharing mechanism which allows an OBU to
update its compromised keys even if it previously
missed some revocation messages. In addition,
EMAP has a modular feature rendering it integrable
with any PKI system. Furthermore, it is resistant to
common  attacks  while  outperforming the
authentication techniques employing the
conventional CRL
CONCLUSION

Security is the major issue to implement the
VANET. In this article we study the security
requirements and challenges to implement the
security measure in the VANET. Different types of
attacks and their solutions are also discussed. We
discuss some technologies which are used in
thedifferent solutions. Among all requirements
authentication and privacy are the major issues in
VANET. However confidentiality is not required in
the VANET because generally packets on the

ISSN: 2348 - 8549

www.internationaljournalssrg.org

Page 237



file:///C:\Users\Deepak%20Sharma\Downloads\www.internationaljournalssrg.org

SSRG International Journal of Electronics and Communication Engineering (SSRG-1JECE)-Special Issue ICETSST April 2018

network do not contain any confidential data.
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